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Agenda 

•  Why Email Credibility is Important 
•  Three Steps to Email Credibility 

– Email Authentication 
– Email Reputation 
– Email Accreditation 

•  Email Credibility Case Studies 
•  Free Resources on Email Credibility 
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Credibility = Deliverability 

Nearly 18% of invited email lands in 
junk/bulk mail folders 
–  Lyris, April 2008 

  Good email credibility = 
Emails delivered to junk box 
                vs.  
     Not delivered at all 
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Three Steps to Email Credibility 

• Authentication 
• Reputation 
• Accreditation 
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Email Authentication 

•  Email Authentication attempts to verify the 
sender’s identity  

•  Developed to combat spoofing and phishing 

•  Most ISPs utilize some form of authentication 
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Authentication Technologies 

•  Sender Policy Framework 
(SPF) 

•  Sender ID 

•  DomainKeys/ 
DomainKeys Identified 
Mail (DKIM) 
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•  Verifies based on: 
–  Sender address 
–  Server sending the email 

SPF: First and Most Basic Level of Authentication"
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•  Verifies based on: 
–  Purported responsible address or “message from” address 

•  Deeper in the email header than the “envelope address” 
•  Only looks at domain name, not the full address 

–  Server sending the email 

SenderID: Takes SPF One Step Further 
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Improvements over SPF and SenderID: 

— Allows domain to be positively identified 

— For modified content emails can be discarded on sight 

— Allows abuse (spam) to be reported on and tracked 

— Includes a “digital signature” which can be revoked 

DKIM: Takes SPF and SenderID One Step Further 
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Implementing Authentication 

•  All authentication protocols work 
off information included in the 
SPF section of the DNS entry 

•  Not difficult to set-up – an hour at 
most 

•  Ask your IT people to research 
and update your DNS entry to 
include SPF information 
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Authentication Resources 

•  Wikipedia.com has entries on all the major 
authentication technologies 

•  OpenSPF.org/ offers a wizard that allows you to 
create SPF records for your domain 

•  Microsoft.com/mscorp/safety/technologies/
senderid/default.mspx is Microsoft’s site on 
Sender ID 

•  DKIM.org/ provides a good overview of 
DomainKeys Identified Mail 
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Email Reputation 

•  Your email reputation is just like your 
personal reputation 

•  Six primary element make up  
your email reputation 

•  Volume of email sent 
•  Bounce rate 
•  Number of spam complaints 
•  Email sent to spam traps 
•  Length of time you’ve been sending email 
•  Technical infrastructure 
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Resources 
     BaracudaCentral.org            ReputationAuthority.org                 SenderBase.org 

Tips for checking: 
–  Check all domains in your address book 
–  Check IP you send from 
–  Best time to check is after a large send 
–  Use all three – each site uses different criteria 
–  Get additional information from them if your email reputation is low 
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Email Accreditation 
aka “email postage” 

•  Step 1: A third-party reviews your 
email program to confirm that you 
are in compliance with standards 
and best practices of the industry 

•  Step 2: Once you are in compliance, 
they “vouch” for you with ISPs, 
allowing your email to bypass some 
or all spam filters 
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Getting White Listed 

•  Related to email accreditation 

•  You are reviewed 

•  Domain names and/or IP 
addresses added to list of 
“white hat” senders 

•  Must contact each ISP and 
go through their process 
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White Listing Pros & Cons 

•  Benefits 
–  One of the least expensive forms  

of accreditation 
–  Requirements may be less stringent  

than other forms of accreditation 

•  Drawbacks 
–  Takes time 
–  Many ISPs don’t want to bother with small volume 

senders 
–  Finding ISP contacts can be difficult 
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Resources 

•  Most of the ISPs have their own white list 
requirements 

Sender Score Certified           SuretyMail 
  ReturnPath.com       isipp.com/suretymail.php 
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Certification Seal 

•  Result 1: Company certifying 
you will “vouch” for your email 
with the ISPs they have 
relationships with 

•  Result 2: Once you pass, you 
get a certification seal that 
appears in the inbox and which 
you can post with your opt-in 
form 
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Certification Seal 

•  Benefits 
–  Lift in email list growth + improved delivery 

–  Confidence your email program is in 
compliance with email standards and best 
practices 

•  Downfalls 
–  Costs for the review as well as changes to 

your email program that you have to make 
to get certified and ongoing “postage” fees 

–  Only effective with the ISPs your 
certification company has relationships 
with 
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Resources 

•  Truste’s “We Don’t Spam” Seal 
Truste.org 

•  Certified Email from GoodMail 
GoodMailSystems.com 

•  Email ID from Iconix - Iconix.com 
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Case Study: Time, Inc. 

TEST 
•  Would CertifiedEmail increase 

metrics? 

RESULT 
•  30% increase in click-through rate 
•  28% increase in site login   

SOLUTION 
•  CertifiedEmail messages 

–  Presented with links and 
images rendered by default 

–  Included a “trust icon” showing 
authenticity and 
trustworthiness 

“The business benefits of CertifiedEmail –  
assured delivery of messages to our  
subscribers with all links and images  
presented intact – had a clear impact on  
results.” 

-  Ernie Vickroy, Time Consumer 
Marketing 
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Case Study: Twitter 

PROBLEM 
•  75% of peer-initiated “invite a friend” 

email landed in bulk mail 
–  Yahoo!, Hotmail, other ISPs 

•  Depressing subscriber growth 

RESULT 
•  Sender score increased 40 points in 

30 days 
•  Overall deliverability increased by 90%

SOLUTION 
•  Added a global unsubscribe 

•  Signed up for feedback loops and 
white lists 

•  Fixed infrastructure issues 
–  List-unsubscribe header 

•  Implemented email authentication 

“Fixing our deliverability problems ended up  
being faster and easier than we had 
imagined”  

- Jason Goldman, Twitter 
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Case Study: PETCO 

SOLUTION 

•  CertifiedEmail messages 

–   were presented with links and 
images rendered by default 

–  Included a “trust icon” showing 
authenticity and trustworthiness 

“[With] CertifiedEmail…we can be sure that  
every email is delivered promptly and  
completely intact.”   

- John Lazarchic, PETCO Animal Supplies, 
Inc. 

GOALS 
•  Increase open rates 
•  Assure delivery 
•  Ensure that images rendered 
•  Remove from blacklists 
•  Prevent false positives  

RESULT 
•  40.5% increase in click-through rate 
•  Increase of $0.0354 in profit per email sent 
•  Images rendered 
•  Off blacklists 
•  Decrease in false positives   
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Case Study: Overstock.com 

PROBLEM 
•  Deliverability averaging 88% 

–  13% non-delivery spikes 
•  Revenue tied directly to deliverability 

RESULT 
•  98% deliverability 

–  100% at most critical ISPs   

SOLUTION 
•  Recommendations to allow email 

past Yahoo! filters 
–  Throttle the send 

“The change was instantaneous… [we] were  
back to 100% deliverability to Yahoo!  
overnight.”  

- Ryan Hofmann, Overstock 
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Case Study: Overstock.com 

TEST 
•  Would CertifiedEmail sent to AOL 

addresses increase metrics  

RESULT 
•  19% increase in click-through rate 

–  22% increase in revenue per 
email   

SOLUTION 
•  CertifiedEmail messages 

–   were presented with links and 
images rendered by default 

–  Included a “trust icon” showing 
authenticity and 
trustworthiness 

“Trusted, authenticated CertifiedEmail  
messages provide security benefits for our  
customers while improving email marketing  
revenue generation at the same time.”  

- Geoff Atkinson, Overstock 
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Case Study: StubHub! 

GOALS 
•  Not being blocked by spam filters 
•  Ensuring links and images are 

rendered properly 
•  Make email as trusted as the Website 

RESULT 
•  100% assured delivery 
•  26% increase in open rate 
•  16% increase in click-through rate 
•  17% increase in orders 
•  36% increase in ticket sales from email 

SOLUTION 

•  CertifiedEmail messages 

–  Bypassed spam filters 

–  Were presented with links and 
images rendered by default 

–  Included a “trust icon” showing 
authenticity and trustworthiness 

We saw an increase in open rates, an  
increase in ticket sales, postings,  
everything.”   

- Albert Lee, StubHub 
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Resources 

•  Deliverability.com Blog 
–  http://blog.deliverability.com/ 

•  “Email Deliverability,” Email Marketing Reports 
–  http://www.email-marketing-reports.com/deliverability/ 

•  “Email Deliverability,” ClickZ Experts 
–  http://www.clickz.com/experts/em_mkt/email_delivery  
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Establishing Email Credibility 

Thanks for Attending!  
Questions?  

Jeanne S. Jennings 
Consultant, Email Marketing Strategy 

Author, The Email Marketing Kit 

202.333.3245 
JJ@JeanneJennings.com 
www.JeanneJennings.com  
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