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« Why Email Credibility is Important

* Three Steps to Email Credibility
— Email Authentication
— Email Reputation
— Email Accreditation

« Email Credibility Case Studies
* Free Resources on Email Credibility
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part 1

WHY EMAIL CREDIBILITY
IS IMPORTANT




Credibility = Deliverability

Nearly 18% of invited email lands in
junk/bulk mail folders

— Lyris, April 2008

Good email credibility =
Emails delivered to junk box
VS.
Not delivered at all
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part 2

THREE STEPS TO
EMAIL CREDIBILITY




Three Steps to Email Credibility
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EMAIL AUTHENTICATION




Email Authentication

i

« Email Authentication attempts to verify the
sender’s identity

* Developed to combat spoofing and phishing

 Most ISPs utilize some form of authentication
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Authentication Technologies

« Sender Policy Framework
(SPF)

« Sender ID

 DomainKeys/

DomainKeys ldentified
Mail (DKIM)
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SPF: First and Most Basic Level of Authentication

p

B

SPF

Sender Policy
Framework

 Verifies based on:
— Sender address
— Server sending the email
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SenderlID: Takes SPF One Step Further

=

SenderID

» Verifies based on:
— Purported responsible address or “message from” address
» Deeper in the email header than the “envelope address”
* Only looks at domain name, not the full address
— Server sending the email
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DKIM: Takes SPF and SenderlD One Step Further

=

DKIM

DomainKeys
Indentified Mail

Improvements over SPF and SenderlD:

— Allows domain to be positively identified

— For modified content emails can be discarded on sight
— Allows abuse (spam) to be reported on and tracked

— Includes a “digital signature” which can be revoked
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Implementing Authentication

« All authentication protocols work
off information included in the
SPF section of the DNS entry

* Not difficult to set-up — an hour at
most

« Ask your IT people to research
and update your DNS entry to
include SPF information
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Authentication Resources

« Wikipedia.com has entries on all the major
authentication technologies

« OpenSPF.org/ offers a wizard that allows you to
create SPF records for your domain

* Microsoft.com/mscorp/safety/technologies/
senderid/default.mspx is Microsoft’s site on
Sender ID

« DKIM.org/ provides a good overview of
DomainKeys ldentified Mail
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EMAIL REPUTATION




Email Reputation

* Your email reputation is just like your
personal reputation “

» Six primary element make up .
your email reputation AN

Volume of email sent

Bounce rate

Number of spam complaints
Email sent to spam traps

Length of time you’ve been sendi
Technical infrastructure
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BaracudaCentral.org

Resources

ReputationAuthority.org

SenderBase.org

Request Access
Login
Listing Methodology
Removal Request
Howto Use
Lookups
Feedback
Report Issues
‘Additonal Resources
EmaiReg.org
Barracuda Networks

HAL.0rg

Welcome to devoted to sharing Barracuda
Networks customers and the Intemet securlty community. Here you will find a wide range
of statstics, threat information, and a number of useful services to help manage and
secure your network

Information provided is more technical in nature, and geared toward IT and system
administrators.

Al of the services offered are free!
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EMAIL ACCREDITATION




Email Accreditation

aka “email postage”

« Step 1: A third-party reviews your
email program to confirm that you
are in compliance with standards
and best practices of the industry

« Step 2: Once you are in compliance,
they “vouch” for you with ISPs,
allowing your email to bypass some
or all spam filters
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Getting White Listed

 Related to email accreditation

* You are reviewed

« Domain names and/or IP
addresses added to list of
“‘white hat” senders

Must contact each ISP and
go through their process
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White Listing Pros & Cons

 Benefits

— One of the least expensive forms
of accreditation

— Requirements may be less stringent
than other forms of accreditation

« Drawbacks
— Takes time

— Many ISPs don’t want to bother with small volume
senders

— Finding ISP contacts can be difficult
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Resources

 Most of the ISPs have their own white list
requirements

Sender Score Certified
ReturnPath.com

SuretyMail
isipp.com/suretymail.php

=
Retu‘r\n_,

[EEEF AT Email Technology Provider  Internet Service Provider

> M g > Certification Program

Contact Us

Find out more

B Return Path Services Overview

B Return Path Certification Fact Sheet
B Return Path Certification Footprint

B Return Path Certification Evaluation Kit

B Retur Path Certification Referral
Program Benefits

B Research Report: Creating Positive
Experiences After "Unsubscribe”

B Best Practice Key: Reputation Holds the
Key to Deliverability

Client Login | AboutUs | Careers | Contact Us | Press Office | Support 4 subscribe to oursite [

JOIN THE CONVERSATION ¥

Get Higher Delivery Rates. You've Earned It.

High standards for good senders result in big benefits for the email universe. Join a world where membership
gets you to 1.3 billion inboxes.

See If You Qualify Download The Kit Apply Today!

The Certification Program Promises Enhanced Inbox Placement

Return Path's exclusive whitelist program is available through our certification services. Join our network of trust and gain
access to the largest, broadest and most respected whitelist in the emall universe, covering more than 1.3 billion mailboxes
worldwide.

Senders, receivers and consumers all want permission-based email to reach the inbox. ISPs and filtering companies must
protect consumer inboxes from spam so they sometimes inadvertently block good email. Many ISPs rely on whitelists to help
separate responsible senders from spammers. If you appear on a whitelist that is used by your most important ISPs, your
chances of making it to the inbox dramatically increase. And with good deliverability comes higher response rates.

With Return Path's Certification program, the standards are high but the benefits are real for those that qualify. Learn more
about how you can reap the rewards of this program,

/ About Membership: Learn more about Return Path Certification and the standards for qualification.
/ Benefits of Membership: Members of our program not only receive improved delivery to over 1.3

billion inboxes, but are also granted a host of special privileges once they are classified as world class
senders.

7 Apply for Membership: The standards are high, but the benefits are real. Learn how you can apply for
membership and start experiencing improved delivery right away.

Jeannelennings

ISIPP  Blocked Email? Need Help with Email Deliveral

ty?

Emall Accreditation and Deliverabllity ~Other Services Resources

Email Accreditation and Deliverability

= Need Help with Email Deliverability?

= How Do You Send Legitimate Email in a Spam-Filtered World? ,;,;ﬁ
- Letus help you TODAY! Constant Contact
This real-time map is showing all of the ISPs and spam filters checking our databases RIGHT dialog

NOW to determine whether they should deliver your email to the inbox, of to the junk folder. Are.
you in our database?

((aweber)
Snbkosisgair

Stomper

inform:

[ ppotmments 775

@- Only $100-5300 a Month + No Time Commitment  Money-Back Guarantee!

p—
Frustrated that your legitimate email is being blocked? Sick of ending p in the juni folder instead "”’”\IZ’E,L[
of the inbox? Does reduced email deliverability cut into the effectiveness of your mailing
‘campaigns, and your profitability?

How do you get your email through in a spam-fitered world?

“You are awesome! This is the type of service that | signed up for. Keep up the great work.” -Chris Nagele, CEO, Newsberry
Read More Testimonials

About Contact News Blog Ho

Sales Questions

Why Choose SuretyMail?
About the Data Response Codes
Apply

FAQ

For ISPs and Spam Filters
Guarantee

IADB Query

IADB Query Instructions
IADB Query Signup

List of Codes

Look up IP address
Pricing

Testimonials

Recent News

“Email Industries Flourishing despite economic
gloom” says Intemet Institute
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Certification Seal

* Result 1: Company certifying
you will “vouch” for your email
with the ISPs they have

relationships with

* Result 2: Once you pass, you
get a certification seal that
appears in the inbox and which
you can post with your opt-in
form
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Certification Seal

+ Benefits
— Lift in email list growth + improved delivery

— Confidence your email program is in
compliance with email standards and best
practices

« Downfalls

— Costs for the review as well as changes to
your email program that you have to make
to get certified and ongoing “postage” fees

— Only effective with the ISPs your
certification company has relationships
with
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Resources

* Truste’s “We Don’t Spam” Seal 7~ TRUSTe
Truste.org

 Certified Email from GoodMail

| " Goodmail’
GoodMailSystems.com “ | i

« Email ID from Iconix - Iconix.com =

% About.com Today
Michael Purcell
&rebY’

@r American Airlines
Dutch Hancock

Gy PayPal
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part 3

EMAIL CREDIBILITY

CASE STUDIES




Case Study: Time, Inc.

CREATING TRUST IN EMAIL

.
b " Goodmail
Home  About Us  Brands ommunity areel lients / Advertisers ubscribe ‘

SOLUTION
« CertifiedEmail messages

— Presented with links and
images rendered by default

— Included a “trust icon” showing
authenticity and
trustworthiness

TEST

«  Would CertifiedEmail increase “The business benefits of CertifiedEmail —
metrics? assured delivery of messages to our

subscribers with all links and images

RESULT presented intact — had a clear impact on

* 30% increase in click-through rate results

« 28% increase in site login - Ernie Vickroy, Time Consumer

Marketing
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Case Study: Twitter

Search Sign up now S O L U TI O N
: * Added a global unsubscribe

#LoseMyNumber #unseenprequels Google Wave Halloween #VoteNoOn1 Tw

27| #TheWorst Halloween #4YourEntertainment Thislslt #MusicMonday Google Wave Paranormal /

» Signed up for feedback loops and

white lists

PROBLEM _ _ _
 75% of peer-initiated “invite a friend” * leed. Infrastructure ISSUes

email landed in bulk mail — List-unsubscribe header

— Yahoo!, Hotmalil, other ISPs

« Depressing subscriber growth * Implemented email authentication
RESULT “Fixing our deliverability problems ended up
« Sender score increased 40 points in pemg faster and easier than we had

30 days imagined”

. : L o
Overall deliverability increased by 90% - Jason Goldman, Twitter
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Case Study: PETCO

-
| ™
Store Locator Order Status Your Account Shopping Cart T -
M @ EEEEEE o o m a I
Where the pets go. ® Store Circular Register Quick Reorder " = o
- Cc All

REATING TRUST IN EM
Dog Supplies Dog Food Cat Supplies Cat Food Fish Supplies Live Fish & Rock Natural Foods PETCO Coupons

Small Animal Supplies  Reptile & Amphibian Supplies  Bird Supplies  Wild Bird Supplies  Holiday ~ Speclalty Stores

SEARCH PETCO Gift Cards m Order Now
oo pepTeSTRTT  SOLUTION
FREE Shlpplng on 530 (Restrictions apply) Get Promotion Code  pic visit Only

T 0 s SAVE UP TO 40%

ng
ive all the best offers &

A v e - CertifiedEmail messages

S — were presented with links and

images rendered by default
GOALS
« Increase open rates — Included a “trust icon” showing
- Assure delivery authenticity and trustworthiness

« Ensure that images rendered
 Remove from blacklists
» Prevent false positives
“[With] CertifiedEmail...we can be sure that

RESULT every email is delivered promptly and

* 40.5% increase in click-through rate completely intact.”

» Increase of $0.0354 in profit per email sent

» Images rendered - John Lazarchic, PETCO Animal Supplies,
. Off blacklists Inc.

» Decrease in false positives

Jeannelennin gs.com (c) Copyright JeanneJennings.com, Inc. | All Rights Reserved



Case Study: Overstock.com

@ shopping A& Auctions g Cars 4 Real Estate @ Community My Account  Signin e Help mt .’ P t '
- ,
'. I overstock.com’ IWhat would you like to save on today? [ Search l —

$1 Shipping on qur‘ Entire Order

Furniture = Home & Garden  Bedding & Bath = Clothing & Shoes = Jewelry Watches = Electronics = Sports = Books & Media = Worldstock = More 3] SOLU I IO N

Extra 15% Off % ¢ « Recommendations to allow email
AllLAR SVl past Yahoo! filters

— Throttle the send

a great percentage off. Click Here>

Plus new customers enjoy 5 Award-winning customer \ =
Free Shipping on your first order. care, rated #2 in the nation.

Click Here to Activate> oS
*Continental U.S. Orders Only.

- ZRNEN Click Here >

PROBLEM
» Deliverability averaging 88%
— 13% non-delivery spikes
* Revenue tied directly to deliverability
“The change was instantaneous... [we] were
RESULT back to 100% deliverability to Yahoo!

*  98% deliverability overnight.”

— 100% at most critical ISPs
- Ryan Hofmann, Overstock
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Case Study: Overstock.com

@ shopping A&, Auctions @iy Cars M RealEstate @ Community My Account  Signin e Help
-
'(5 d il
overstock.com’ I What would you like to save on today? [ Search l oo m a I
CREATING TRUST IN EMAIL

$1 Shipping on Your Ent‘ire Order

Furniture  Home & Garden = Bedding & Bath | Clothing & Shoes = Jewelry = Watches = Electronics = Sports =~ Books & Media  Worldstock = More 0]

Extra 15% Off  Tiowr $ SOLUTION
All Art

Paint, passion, and

a great percentage off. CRoKHere»

Plus new customers enjoy

TEST

Would CertifiedEmail sent to AOL
addresses increase metrics

RESULT
* 19% increase in click-through rate

— 22% increase in revenue per
email

Y/ . -
B e g
V CU 15 Award-winning customer =
Free Shipping on your first order. care, rated #2 in the nation.
Click Here to Activate> 2SS
*Continental U.S. Orders Only -
- 2R Click Here >

+ CertifiedEmail messages

— were presented with links and
images rendered by default

— Included a “trust icon” showing
authenticity and
trustworthiness

“Trusted, authenticated CertifiedEmail
messages provide security benefits for our
customers while improving email marketing
revenue generation at the same time.”

- Geoff Atkinson, Overstock
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Case Study: StubHub!

Register | Login | My Accounf t | Buy | Sell | Help
stuh ® Buy & Sell Concert Tickets, Sports Tickets, Theater Tickets and Broadway Tickets at StubHub! Contact Us
| " I " i®
Sports Concerts | Theater [ Exclusives |} G I - I..
in New York Metro, NY Change location » 1 | CREATING TRUST IN EMAIL
asebal We're a marketplace

Football .
ootbal - Fans buy tickets
Soccer -
Hockey - Fans sell tickets S O I U I I O N
Basketball 0 Everpyorder
Golf -anProtect™

Guaranteed
Motorsports
Fight More
All Other Sport: - - -
e * CertifiedEmail messages
Taylor Swift MLB NFL NCAAFB NHL FanProtect™ @
Pearl Jam World Series Giants Penn State Rangers
Phish Yankees Jets Notre Dame Sabres Our guarantee has
Uz Phill Eagl Boston College Islanders you covered.

Paty Rutgers Devil

Lady Gaga All Sports r— .
Bypassed spam filters
yp Y

— Were presented with links and

* Not being blocked by spam filters images rendered by default

« Ensuring links and images are

rendered properly — Included a “trust icon” showing

 Make email as trusted as the Website authenticity and trustworthiness
RESULT

) 109%_’ assured delivery We saw an increase in open rates, an

* 26% increase in open rate increase in ticket sales, postings,

* 16% increase in click-through rate everything.”

* 17% increase in orders

« 36% increase in ticket sales from email - Albert Lee, StubHub
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FREE RESOURCES ON EMAIL CREDIBILITY




Resources

* Deliverability.com Blog
— http://blog.deliverability.com/

« “Email Deliverability,” Email Marketing Reports
— http://www.email-marketing-reports.com/deliverability/

« “Email Deliverability,” ClickZ Experts —=
— http://www.clickz.com/experts/em_mkt/email_delivery
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Establishing Email Credibility

Thanks for Attending!
Questions?

Jeanne S. Jennings
Consultant, Email Marketing Strategy
Author, The Email Marketing Kit

202.333.3245
JJ@Jeannedennings.com

www.JeannedJennings.com
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